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1. Executive Summary 
ERC-1450 is a security token standard designed for regulatory compliance with U.S. Securities 
and Exchange Commission (SEC) requirements. Unlike permissionless tokens where holders 
can freely transfer assets, ERC-1450 implements an RTA-exclusive control model where only 
the Registered Transfer Agent (RTA) has authority to execute transfers, mints, and burns. 
 
This design is not a limitation—it is the core security and compliance feature that enables 
tokenized securities to operate within existing regulatory frameworks while capturing 
blockchain's benefits: immutable audit trails, instant settlement, cost efficiency, and 
programmatic composability. 

Key Innovations 
-​ RTA-Exclusive Control: All token operations require RTA authorization, ensuring 

regulatory compliance for every transaction 
-​ RTAProxy Multi-Signature Security: M-of-N multi-sig pattern protects against single 

key compromise 
-​ Regulation Tracking: Each token batch tracks its regulation type (Reg CF, Reg D, Reg 

A, etc.) and original issuance date for holding period enforcement 
-​ Transfer Request Lifecycle: Structured workflow from request through compliance 

review to execution 
-​ Built-in Fee System: Single-token fee collection for secondary market transfers 
-​ Recovery Mechanisms: Time-locked recovery procedures for lost wallets with proper 

documentation 
-​ Court Order Support: ERC-1644 compatible forced transfers for legal compliance 

Evolution from LDGR (2018) 
ERC-1450 represents the evolution of StartEngine's LDGR concept, originally proposed in 2018. 
After seven years of operational experience managing billions in compliant securities offerings 
as an SEC-registered transfer agent, we have completely rewritten the standard to address 
real-world requirements that were not apparent in the original design. 

Target Use Cases 
-​ Securities sold under Regulation Crowdfunding (up to $5M annually) 
-​ Securities sold under Regulation A/A+ (up to $75M annually) 
-​ Securities sold under Regulation D 506(b) and 506(c) 
-​ Securities sold under Regulation S (offshore offerings) 



-​ Secondary market trading through registered Alternative Trading Systems (ATSs) 
 
 

2. Introduction 

The Problem: Liquidity for Private Securities 
With the launch of Regulation Crowdfunding in 2016 and amendments to Regulation A, ordinary 
investors gained the ability to purchase securities in privately held companies. However, liquidity 
remains a critical challenge. Unlike publicly traded stocks on exchanges like NASDAQ or NYSE, 
these securities lack efficient secondary markets. 
 
Investors who purchase securities in private companies face significant constraints: 
 

-​ Holding Period Restrictions: Regulation Crowdfunding securities cannot be freely 
resold for 12 months 

-​ Limited Trading Venues: Few platforms exist for trading exempt securities 
-​ High Transaction Costs: Traditional transfer processes are expensive and slow 
-​ Fragmented Records: Cap table management across multiple offerings is complex 

 
These constraints discourage investment and limit capital formation for small businesses—the 
very entities the JOBS Act was designed to help. 

The Solution: Blockchain-Based Securities with RTA Control 
ERC-1450 addresses these challenges by leveraging blockchain technology while maintaining 
strict regulatory compliance through RTA-exclusive control. The standard provides: 
 

1.​ Immutable Record of Ownership: Every issuance, transfer, and cancellation is 
permanently recorded on-chain 

2.​ Instant Settlement: Transfers are atomic and final when executed by the RTA 
3.​ Cost Efficiency: Layer 2 deployment reduces transaction costs to cents instead of 

dollars 
4.​ Regulatory Compliance: Only the RTA can execute token operations, ensuring 

KYC/AML verification for every transaction 
5.​ Secondary Market Infrastructure: Built-in support for broker registration and fee 

collection enables compliant trading 



Evolution: From LDGR (2018) to ERC-1450 (2025) 
In 2018, StartEngine proposed the LDGR (Ledger) standard as a first attempt at SEC-compliant 
security tokens. While the core concept of RTA-exclusive control was sound, the original design 
lacked critical features that real-world operations revealed as essential: 
 

Challenge Discovered Solution in ERC-1450 

Single-key RTA vulnerability RTAProxy multi-sig pattern (2-of-3 or higher) 

No regulation tracking per share Per-batch regulation type and issuance date 

Immediate transfers only Transfer request lifecycle with compliance review 

No recovery mechanism Time-locked recovery with ERC-1643 document support 

No court order handling ERC-1644 compatible controller transfers 

No fee collection Singlei-token fee system for secondary markets 

No interface detection ERC-165 support prevents broken wallet UX 

Outdated Solidity Modern ^0.8.20 with native overflow protection 

Seven Years of Operational Experience 
This standard is informed by practical operational experience from SEC-registered transfer 
agents, broker-dealers, and alternative trading systems that have collectively managed billions 
in compliant securities offerings. The design addresses the full lifecycle of digital securities from 
issuance through secondary trading, including edge cases like: 
 

-​ Investor wallet recovery after lost private keys 
-​ Court-ordered transfers in divorce proceedings 
-​ Estate distributions after investor death 
-​ Regulatory freezes and compliance holds 
-​ Corporate actions (splits, dividends, redemptions) 

 
 



3. Regulatory Background 

The JOBS Act and Securities Regulations 
Since the creation of the Securities Exchange Commission and the enactment of the Securities 
Act of 1933, companies generally needed to register their offerings with the SEC to sell 
securities to the general public. This changed in April 2012 when President Barack Obama 
signed the JOBS Act, a bipartisan law designed to help small businesses raise capital. 
 
The JOBS Act created or amended several key regulations: 

Regulation Crowdfunding (Reg CF) 
-​ Limit: Up to $5,000,000 per year (increased from original $1,070,000) 
-​ Investors: Open to all investors (accredited and non-accredited) 
-​ Requirements: File Form C with SEC, conduct offering through registered funding portal 
-​ Restrictions: 12-month resale restriction for most investors 
-​ Compliance: Annual reporting requirements 

Regulation A/A+ 
-​ Tier 1: Up to $20,000,000 per year 
-​ Tier 2: Up to $75,000,000 per year 
-​ Investors: Open to all investors (with investment limits for non-accredited in Tier 2) 
-​ Requirements: File Form 1-A, SEC qualification required 
-​ Restrictions: No resale restrictions for Tier 2 
-​ Compliance: Ongoing reporting (Tier 2) 

Regulation D 
-​ Rule 504: Up to $10,000,000, limited general solicitation 
-​ Rule 506(b): Unlimited, no general solicitation, up to 35 non-accredited investors 
-​ Rule 506(c): Unlimited, general solicitation permitted, accredited investors only 
-​ Restrictions: Securities are "restricted" with holding periods 
-​ Compliance: File Form D after first sale 

Regulation S 
-​ Scope: Offshore offerings to non-U.S. persons 
-​ Requirements: Sales must occur outside the United States 
-​ Restrictions: Distribution compliance period before resale to U.S. persons 



The Role of Registered Transfer Agents 
Under SEC regulations, Registered Transfer Agents (RTAs) serve as the official record-keepers 
for securities ownership. SEC Rule 17Ad establishes transfer agents as the designated entities 
responsible for: 
 

-​ Recording Ownership Changes: Every transfer must be recorded by the RTA 
-​ Issuing Securities: New securities are created only through RTA action 
-​ Cancelling Securities: Securities are retired only through RTA action 
-​ Maintaining Shareholder Registry: The RTA is the authoritative source for who owns 

what 
 
This regulatory framework is codified in: 
 

-​ 17 CFR § 240.17Ad-1: Transfer agent responsibilities for prompt and accurate clearance 
-​ 17 CFR § 240.17Ad-10: Adequate internal accounting controls 
-​ 17 CFR § 240.17Ad-11: Accurate recordkeeping and reporting systems 
-​ Section 17A of the Securities Exchange Act of 1934: Regulatory framework for 

transfer agents 

Why RTA-Exclusive Control is Not Optional 
ERC-1450's design—where only the RTA can execute transferFrom, mint, and 
burnFrom—directly implements these regulatory requirements. This is not a technical choice 
but a legal necessity: 
 

1.​ KYC/AML Compliance: The Bank Secrecy Act requires verification of all parties in 
securities transactions. Only RTA-gated transfers can guarantee this verification occurs. 
 

2.​ Holding Period Enforcement: Regulation CF's 12-month restriction and Regulation D's 
restricted securities rules require someone to verify eligibility before transfer. The RTA 
performs this function. 
 

3.​ Investor Limits: Non-accredited investors face investment limits under various 
regulations. The RTA verifies compliance. 
 

4.​ Blue Sky Laws: State securities laws impose additional restrictions. The RTA 
coordinates compliance across jurisdictions. 
 

5.​ Audit Trail Requirements: SEC examinations require complete transaction histories. 
The RTA maintains these records. 

 
 



4. Why Blockchain for RTA-Controlled Securities? 
A natural question arises: If the RTA controls everything and investors cannot initiate transfers, 
why use blockchain instead of a traditional database? The answer lies in the unique benefits 
blockchain provides even within a regulated, controlled environment. 

Immutable Global Audit Trail 
Unlike traditional databases where entries can be modified or deleted, blockchain provides: 
 

-​ Permanent Record: Every mint, burn, and transfer is permanently recorded and cannot 
be altered 

-​ Regulatory Transparency: SEC, FINRA, and state regulators can independently verify 
all transactions without relying on RTA-provided reports 

-​ Court-Admissible Evidence: Immutable records serve as indisputable evidence in legal 
proceedings 

-​ Real-Time Auditing: Eliminates the need for quarterly reconciliations and manual audits 

Deterministic Settlement 
Traditional securities settlement involves multiple intermediaries and T+2 settlement cycles 
(trade date plus two business days). ERC-1450 enables: 
 

-​ Instant Settlement: Transfers are atomic and final when executed 
-​ No Failed Trades: Eliminates settlement risk and the need for clearing house 

guarantees 
-​ Automated Reconciliation: The cap table is always accurate—no manual reconciliation 

needed 
-​ Reduced Counterparty Risk: No need for clearing houses or settlement intermediaries 

Cost Efficiency Through Layer 2 Deployment 
Deployment on Layer 2 solutions provides dramatic cost savings: 
 

Platform Cost per Transfer 

Traditional Infrastructure $5-50 

Ethereum Mainnet $2-20 (variable) 

Layer 2 (Polygon, Base, Arbitrum) $0.01-0.10 

 
Additional benefits include: 



 
-​ Batch Operations: Process hundreds of transfers in a single transaction 
-​ No Infrastructure Costs: No need for expensive mainframes and data centers 
-​ 24/7 Availability: No market hours or settlement windows 

Programmatic Composability 
While direct transfers are disabled, valuable integrations remain possible: 
 
Read Operations (Always Available): 
 

-​ balanceOf(): Check holdings in any wallet or portfolio tracker 
-​ totalSupply(): View outstanding shares 
-​ Event logs: Complete transaction history for tax reporting and analytics 

 
RTA-Initiated Operations: 
 

-​ Automated dividend distributions based on record date snapshots 
-​ Programmatic share buybacks 
-​ Instant corporate actions (splits, mergers) 
-​ Cross-border settlements without correspondent banking 

 
Compliance Integrations: 
 

-​ KYC/AML oracle integration 
-​ Accreditation verification services 
-​ Regulatory reporting automation 
-​ Smart contract escrows for M&A transactions 

Investor Benefits 
Even without direct transfer capability, investors gain: 
 

-​ Transparency: View holdings and transaction history in real-time through any block 
explorer 

-​ Proof of Ownership: Cryptographic proof without relying solely on RTA databases 
-​ Inheritance: Simplified estate transfer through documented recovery procedures 
-​ Global Access: Hold U.S. securities from anywhere without requiring local custodians 
-​ Interoperability: Holdings visible in standard Ethereum wallets 

The Centralized Database Comparison 
A traditional centralized database cannot provide: 
 



None

Capability Blockchain Traditional DB 

Cryptographic Proof of 
Ownership 

✅ ❌ 

Global Accessibility ✅ Requires API 

Immutable Audit Trail ✅ Can be modified 

Interoperability ✅ Closed system 

Cost Efficiency ✅ (L2) Expensive 

Programmable Extensions ✅ Limited 

Independent Verification ✅ Trust required 

 
Conclusion: ERC-1450 uses blockchain as a regulated public infrastructure rather than a 
permissionless payment rail. The RTA control model satisfies SEC requirements while 
capturing blockchain's benefits. This is not about decentralization—it's about building better 
market infrastructure. 
 
 

5. ERC-1450 Architecture 

Core Design Principle: RTA-Exclusive Control 
ERC-1450 enforces strict role separation: 
 

-​ Issuer: The entity that creates and owns the security 
-​ RTA: The only entity authorized to transfer, mint, or burn tokens 
-​ Token Holders: Can view balances and request transfers, but cannot initiate them 

directly 
 
The standard explicitly disables direct value movement: 
 

function transfer(address to, uint256 amount) external returns (bool) { 
    revert ERC1450TransferDisabled(); 
} 
 
function approve(address spender, uint256 amount) external returns (bool) { 



    revert ERC1450TransferDisabled(); 
} 

 
Only the RTA can execute token movements via transferFromRegulated, mint, and 
burnFrom functions. 

Contract Architecture 
ERC-1450 uses a simple two-contract architecture: 
 

 

 

The RTAProxy Pattern (Required) 
To prevent security vulnerabilities where a compromised issuer could change the RTA and steal 
tokens, ERC-1450 implementations MUST use an RTAProxy pattern: 
 
Security Requirements: 



None

None

 
-​ Multiple signers required (recommended: 2-of-3 or 3-of-5) 
-​ Signers should use hardware wallets or institutional custody 
-​ All operations emit events for audit trail 

 
Key Functions: 
 

interface IRTAProxy { 
    // Submit operation for multi-sig approval 
    function submitOperation( 
        address target, 
        bytes memory data, 
        uint256 value 
    ) external returns (uint256 operationId); 
 
    // Confirm a pending operation 
    function confirmOperation(uint256 operationId) external; 
 
    // Revoke confirmation before execution 
    function revokeConfirmation(uint256 operationId) external; 
 
    // Signer management (via multi-sig) 
    function addSigner(address signer) external; 
    function removeSigner(address signer) external; 
} 

 
Example: Minting Tokens via Multi-Sig: 
 

// Signer 1 submits mint operation 
bytes memory mintData = abi.encodeWithSignature( 
    "mint(address,uint256,uint16,uint256)", 
    investor, 
    1000, 
    0x0006,  // REG_US_CF 
    block.timestamp 
); 
uint256 opId = rtaProxy.submitOperation(tokenAddress, mintData, 0); 
 
// Signer 2 confirms (auto-executes if 2-of-3 threshold met) 
rtaProxy.confirmOperation(opId); 

 
Why RTAProxy is Critical: 
 



None

1.​ Single Key Protection: M-of-N multi-sig prevents any single compromised key from 
executing operations 

2.​ Issuer Protection: Once RTAProxy is set as transferAgent, the issuer cannot 
unilaterally change it 

3.​ Audit Trail: All operations are logged on-chain via events 
4.​ Key Rotation: Signers can be added/removed through multi-sig consensus without 

changing the RTA address on the token 

Broker Registration 
ERC-1450 supports registered brokers who can request transfers on behalf of their clients: 
 

// RTA registers approved broker 
function setBrokerStatus(address broker, bool isApproved) external; 
 
// Broker requests transfer on behalf of client 
function requestTransferWithFee( 
    address from,      // Client's address 
    address to,        // Destination 
    uint256 amount, 
    uint256 feeAmount 
) external payable returns (uint256 requestId); 

 
Brokers must: 
 

1.​ Apply off-chain to the RTA 
2.​ Pass KYC/AML and regulatory checks 
3.​ Sign broker agreement 
4.​ Be approved by RTA compliance team 

Access Control Summary 

Function Who Can Call 

balanceOf, totalSupply Anyone 

transfer, approve No one (always reverts) 

transferFromRegulated RTA only 

mint, batchMint RTA only 

burnFrom, burnFromRegulated RTA only 



None

None

Function Who Can Call 

requestTransferWithFee Token holders or registered brokers 

processTransferRequest RTA only 

setTransferAgent Issuer (one-time, then locked) 

changeIssuer RTA only (not issuer!) 

setAccountFrozen RTA only 

setBrokerStatus RTA only 

 
 

6. Key Features 

6.1 Regulation Tracking 
Every token issuance tracks which regulation it was issued under and when. This enables: 
 

-​ Holding Period Enforcement: Calculate if Reg CF's 12-month restriction has expired 
-​ Tax Lot Tracking: Support FIFO, LIFO, or specific lot identification 
-​ Regulatory Reporting: Accurate counts by regulation type 
-​ Transfer Eligibility: Verify recipient meets regulation requirements 

 
Storage Structure: 
 

struct TokenBatch { 
    uint256 amount; 
    uint16 regulationType; 
    uint256 issuanceDate;  // Original share issuance, not tokenization 
} 
 
mapping(address => TokenBatch[]) private holderBatches; 

 
Regulation Type Encoding: 
 

// US Regulations (0x00XX) 



None

None

uint16 constant REG_US_CF = 0x0006;        // Regulation Crowdfunding 
uint16 constant REG_US_A_TIER_1 = 0x0004;  // Regulation A Tier I 
uint16 constant REG_US_A_TIER_2 = 0x0005;  // Regulation A Tier II 
uint16 constant REG_US_D_506B = 0x0007;    // Regulation D 506(b) 
uint16 constant REG_US_D_506C = 0x0008;    // Regulation D 506(c) 
uint16 constant REG_US_S = 0x0009;         // Regulation S 

 
Example: Reg CF Maturation: 
 

// At mint time (tokenizing shares from March 2023 offering) 
mint(investor, 1000, REG_US_CF, 1677628800); // March 1, 2023 
 
// Transfer request in November 2024 
// RTA calculates: Nov 2024 - March 2023 = 20 months (> 12 months) 
// Result: Shares have matured, transfer allowed 

6.2 Transfer Request Lifecycle 
Transfers follow a structured lifecycle: 
 

 
 
Request Status Enum: 
 

enum RequestStatus { 
    Requested,    // 0: Initial state 
    UnderReview,  // 1: RTA is reviewing 
    Approved,     // 2: Approved, awaiting execution 
    Rejected,     // 3: Rejected, terminal state 
    Executed,     // 4: Successfully executed, terminal state 
    Expired       // 5: Timed out, terminal state 
} 



None

 
Idempotency Guarantee: Each requestId is unique and can only be executed ONCE. Duplicate 
execution attempts revert. 

6.3 Fee Collection System 
The fee system supports multiple payment tokens: 
 

// Query fee in different tokens 
uint256 usdcFee = token.getTransferFee(from, to, amount); 
// Returns: 0x... (USDC address) 
 
// Request transfer with fee 
token.requestTransferWithFee(from, to, amount, fee); 

 
Fee Types: 
 

-​ Flat fees 
-​ Percentage-based fees 
-​ Tiered fee structures 

6.4 Rejection Reason Codes 
When transfers are rejected, specific reason codes explain why: 
 

Code Constant Meaning 

1 REASON_COMPLIANCE_FAILED KYC/AML check failed 

2 REASON_INSUFFICIENT_BALANCE Sender lacks tokens 

3 REASON_RESTRICTED_ACCOUNT Account is frozen 

4 REASON_TRANSFER_WINDOW_CLOSED Outside allowed window 

5 REASON_EXCEEDS_HOLDING_LIMIT Would exceed max holding 

6 REASON_REGULATORY_HALT Trading halted by regulator 

7 REASON_COURT_ORDER Blocked by court order 

8 REASON_INVALID_RECIPIENT Recipient not whitelisted 

9 REASON_LOCK_PERIOD Tokens are locked 



None

Code Constant Meaning 

10 REASON_RECIPIENT_NOT_VERIFIED Recipient hasn't completed 
KYC 

11 REASON_ADDRESS_NOT_LINKED Address not linked to identity 

12 REASON_SENDER_VERIFICATION_EXPIRED Sender's KYC expired 

13 REASON_JURISDICTION_BLOCKED Restricted jurisdiction 

14 REASON_ACCREDITATION_REQUIRED Recipient not accredited 

999 REASON_OTHER Other/unspecified 

6.5 Recovery Mechanisms 
For lost wallets, ERC-1450 provides time-locked recovery: 
 

// RTA initiates recovery after verification 
function initiateRecovery( 
    address lostWallet, 
    address newWallet, 
    bytes32 documentName,    // e.g., "RECOVERY_AFFIDAVIT" 
    string calldata uri,     // IPFS link to evidence 
    bytes32 documentHash 
) external returns (uint256 recoveryId); 
 
// Wait for time lock (e.g., 30 days) 
 
// Execute recovery after time lock expires 
function executeRecovery(uint256 recoveryId) external; 

 
Recovery Process: 
 

1.​ Investor (or heir) contacts RTA with proof of identity 
2.​ Notarized affidavit of lost access submitted 
3.​ RTA initiates recovery with document evidence (ERC-1643) 
4.​ Waiting period allows for potential disputes 
5.​ RTA executes recovery after time lock 

6.6 Court Order Support 
For legal compliance (divorce, judgments, estate): 



None

None

None

 

function controllerTransfer( 
    address from, 
    address to, 
    uint256 amount, 
    bytes calldata data, 
    bytes calldata operatorData  // Contains document references 
) external; 

 
This function: 
 

-​ Executes immediately (no time lock) 
-​ Emits ControllerTransfer event per ERC-1644 
-​ Stores document references per ERC-1643 
-​ Maintains complete audit trail 

6.7 Account Freezing 
For compliance holds or regulatory actions: 
 

function setAccountFrozen(address account, bool frozen) external; 
function isAccountFrozen(address account) external view returns (bool); 

 
Frozen accounts cannot send or receive tokens until unfrozen by the RTA. 
 

 

7. Technical Specification 

Interface Detection 
ERC-1450 implements ERC-165 for interface detection: 
 

function supportsInterface(bytes4 interfaceId) external view returns (bool); 

 
MUST return true for: 
 



None

None

None

-​ 0x01ffc9a7: ERC-165 interface ID 
-​ 0xaf175dee: IERC1450 interface ID 

 
MUST return false for: 
 

-​ 0x36372b07: ERC-20 interface ID 
 
Returning false for ERC-20 prevents wallets from assuming standard transfer behavior. 

Security Token Detection 

function isSecurityToken() external pure returns (bool);  // Always true 
 
function version() external pure returns (string memory);  // e.g., "1.0.0" 

Error Codes (ERC-6093 Compatible) 

// Standard ERC-20 errors 
error ERC20InsufficientBalance(address sender, uint256 balance, uint256 needed); 
error ERC20InvalidSender(address sender); 
error ERC20InvalidReceiver(address receiver); 
 
// ERC-1450 specific errors 
error ERC1450TransferDisabled(); 
error ERC1450OnlyRTA(); 
error ERC1450TransferAgentLocked(); 
error ERC1450ComplianceCheckFailed(address from, address to); 

Events 
Token Operations: 
 

event TokensMinted(address indexed to, uint256 amount, uint16 indexed 
regulationType, uint256 issuanceDate, uint256 tokenizationDate); 
event TokensBurned(address indexed from, uint256 amount, uint16 indexed 
regulationType, uint256 issuanceDate); 
event RegulatedTransfer(address indexed from, address indexed to, uint256 amount, 
uint16 indexed regulationType, uint256 issuanceDate); 

 
Transfer Requests: 



None

None

None

 

event TransferRequested(uint256 indexed requestId, address indexed from, address 
indexed to, uint256 amount, uint256 feePaid, address requestedBy); 
event RequestStatusChanged(uint256 indexed requestId, RequestStatus indexed 
oldStatus, RequestStatus indexed newStatus, uint256 timestamp); 
event TransferExecuted(uint256 indexed requestId, address indexed from, address 
indexed to, uint256 amount); 
event TransferRejected(uint256 indexed requestId, uint16 reasonCode, bool 
feeRefunded); 

 
Administrative: 
 

event IssuerChanged(address indexed previousIssuer, address indexed newIssuer); 
event TransferAgentUpdated(address indexed previousAgent, address indexed 
newAgent); 
event AccountFrozen(address indexed account, bool frozen, address indexed 
frozenBy); 
event BrokerStatusUpdated(address indexed broker, bool isApproved, address indexed 
updatedBy); 

Optional: Off-Chain Compliance Pre-Check (EIP-3668) 
For better UX, implementations MAY support CCIP-Read: 
 

function preCheckCompliance(address from, address to, uint256 amount) 
    external view returns (bool); 

 
This allows wallets to pre-screen transfers before users pay gas, showing specific compliance 
failure reasons upfront. 
 

 



8. Operational Workflows 

8.1 Issuance Workflow 

 
 
Step-by-Step: 
 

1.​ Issuer conducts offering via registered funding portal or broker-dealer 
2.​ Investors complete KYC/AML verification 
3.​ After offering closes, RTA receives investor list with amounts 
4.​ RTA signers submit and confirm mint operations via RTAProxy 
5.​ Tokens minted with regulation type and issuance date 
6.​ Tokens are held in StartEngine custodial wallets on behalf of investors (investors may 

request self-custody) 

8.2 Transfer Request Workflow 

 
 



None

Step-by-Step: 
 

1.​ Holder or broker calls requestTransferWithFee() with fee payment 
2.​ Contract stores request, emits TransferRequested event 
3.​ RTA's off-chain system monitors events, performs compliance checks: 

-​ Verify sender KYC is current 
-​ Verify recipient has completed KYC 
-​ Verify recipient address ownership 
-​ Check holding period restrictions 
-​ Check accreditation requirements (if applicable) 
-​ Check jurisdiction restrictions 

4.​ If approved, RTA calls processTransferRequest(requestId, true) 
5.​ Contract executes transfer, emits TransferExecuted 

8.3 Secondary Trading via ATS 

 
 
Process: 
 

1.​ Seller posts sell order on ATS 
2.​ Buyer posts buy order on ATS 
3.​ ATS matches orders, coordinates payment off-chain 
4.​ Registered broker submits requestTransferWithFee on seller's behalf 
5.​ RTA verifies compliance for both parties 
6.​ Transfer executed, settlement complete 

8.4 Corporate Actions 
Stock Split (2-for-1): 
 

// RTA calculates additional shares for each holder 
// For each holder: 
mint(holder, currentBalance, regulationType, originalIssuanceDate); 



None

None

 
Dividend Distribution: 
 

// RTA takes snapshot at record date 
// Calculate pro-rata amounts off-chain 
// Distribute stablecoins via separate mechanism 

 
Mandatory Redemption: 
 

// RTA burns tokens and coordinates payment 
burnFromRegulated(holder, amount, regulationType, issuanceDate); 
// Payment via stablecoin or traditional rails 

 
 

9. Security Considerations 

Key Management 
Investor Private Key Loss: Unlike permissionless tokens where lost keys mean permanently 
lost assets, ERC-1450's RTA can execute recovery transfers after proper verification. This is a 
feature, not a bug. 
 
RTA Key Security: RTAs MUST implement institutional-grade key management: 
 

-​ Hardware Security Modules (HSMs) or secure custody (e.g., Fireblocks, IOFinnet) 
-​ Multi-signature requirements via RTAProxy 
-​ Key rotation procedures through signer management 
-​ Geographically distributed key shards 

 
Issuer Key Compromise: The RTAProxy pattern protects against compromised issuer keys: 
 

-​ Once RTAProxy is set as transferAgent, issuer cannot change it 
-​ Even if issuer's key is stolen, attacker cannot redirect token control 
-​ Only RTA can call changeIssuer(), not the issuer themselves 

Why RTA Has Unilateral Control 
This design choice is intentional: 



 
1.​ Regulatory Independence: SEC Rule 17Ad requires transfer agents to maintain 

controls independent from issuer influence 
 

2.​ Security Through Regulation: RTAs are heavily regulated entities with SEC 
registration, FINRA examinations, statutory liability, and insurance requirements 
 

3.​ Issuer Key Vulnerability: Issuers (often startups) typically lack institutional-grade key 
management. If they could change the RTA unilaterally, a key compromise could lead to 
total loss. 
 

4.​ Legitimate Changes Supported: RTA changes can occur through cooperative 
action—current RTA validates the change and transfers control to new RTA signers. 

Smart Contract Security 
-​ Reentrancy Protection: All state changes occur before external calls 
-​ Integer Overflow/Underflow: Solidity 0.8.x provides automatic protection 
-​ Authorization: All critical functions protected by onlyTransferAgent modifier 
-​ Disabled Functions: transfer() and approve() always revert with specific errors 

Regulatory Compliance 
-​ Unauthorized Transfers: Disabled transfer() prevents bypassing KYC/AML 
-​ Sanctions Screening: RTA checks all parties before executing transfers 
-​ Jurisdiction Restrictions: Enforced through off-chain verification 

 
 

10. Comparison to Other Standards 

vs. ERC-3643 (T-REX) 

Aspect ERC-1450 ERC-3643 

Control Model RTA-exclusive monopsony Multiple compliance agents 

Identity Management Off-chain (privacy-preserving) On-chain identity registry 

US SEC Compliance Native RTA model Requires adaptation 

Privacy No PII on-chain Identity data on-chain 

Gas Efficiency Single contract Multiple contracts 



Aspect ERC-1450 ERC-3643 

Complexity Simple RTA operations Complex rule engine 

Market Focus US SEC-regulated European markets 

vs. Security Token Suites (ERC-1400 family) 

Aspect ERC-1450 Security Token Suites 

Architecture Single contract + proxy Modular multi-contract 

Transfer Control RTA-only Flexible controllers 

Partition Logic Regulation-based batches Complex partitions 

RTA Changes Cooperative only Owner-controlled 

Gas Costs Lower Higher (modularity) 

Why Not Extend Existing Standards? 
1.​ Philosophical Difference: Other standards enable flexible compliance with multiple 

operators. ERC-1450 enforces rigid RTA-only control—essential for SEC compliance. 
 

2.​ Regulatory Alignment: ERC-1450 is explicitly designed for US SEC Rule 17Ad 
requirements. 
 

3.​ Simplicity Over Modularity: Single contract reduces attack surface and audit 
complexity. 
 

4.​ RTA Exclusivity: Other standards allow changing controllers. ERC-1450 prevents this 
without cooperative action. 

 
 

11. Implementation & Ecosystem 

Reference Implementation 
A complete reference implementation is available at the StartEngine ERC-1450 repository, 
including: 
 

-​ Full ERC-1450 compliant token contract 

https://github.com/StartEngine/erc1450-reference


-​ RTAProxy multi-signature contract 
-​ UUPS upgradeable variants 
-​ Comprehensive test suite 
-​ Deployment scripts 
-​ Gas optimization benchmarks 

Multi-Chain Deployment 
ERC-1450 is designed for deployment on multiple EVM-compatible chains: 
 

Network Use Case Typical Cost 

Polygon Primary deployment $0.01-0.05 

Base Coinbase ecosystem $0.01-0.05 

Arbitrum DeFi integrations $0.05-0.10 

Ethereum High-value settlements $2-20 

StartEngine Infrastructure 
The ERC-1450 standard is supported by StartEngine's production infrastructure: 
 

-​ se-token-manager: Python/FastAPI service orchestrating token operations 
-​ se-blockchain-services: Node.js service for contract deployments and transaction 

broadcasting 
-​ Custody Integration: IOFinnet for vault management and MPC signing 
-​ Async Signing Workflow: "Tell me who should sign, and if I can, I will" 

 
 

12. Conclusion 
ERC-1450 represents seven years of operational learning condensed into a technical standard. 
It demonstrates that blockchain technology can serve regulated markets without sacrificing 
compliance—and that compliance can be a feature rather than a limitation. 
 
The RTA-exclusive control model ensures that every token operation complies with SEC 
requirements, while blockchain provides the immutability, transparency, and efficiency that 
traditional systems cannot match. 
 
As the security token market matures, we believe standards like ERC-1450 will form the 
foundation for a more efficient, accessible, and compliant capital market infrastructure. 



None

Call to Action 
We invite: 
 

-​ Other RTAs to adopt or contribute to the standard 
-​ Regulators to engage on how blockchain can improve market oversight 
-​ Developers to build on the reference implementation 
-​ Issuers to consider tokenization for their securities 
-​ Investors to understand how their rights are protected 

 
The future of securities is digital. ERC-1450 ensures that future is also compliant. 
 

 

Appendix: Interface Specifications 

IERC1450 Interface 

interface IERC1450 is IERC20, IERC165 { 
    // Core RTA Functions 
    function changeIssuer(address newIssuer) external; 
    function setTransferAgent(address newTransferAgent) external; 
    function isTransferAgent(address account) external view returns (bool); 
 
    // Restricted ERC-20 (always revert) 
    function transfer(address to, uint256 amount) external returns (bool); 
    function approve(address spender, uint256 amount) external returns (bool); 
    function transferFrom(address from, address to, uint256 amount) external 
returns (bool); 
 
    // RTA-Controlled Operations 
    function transferFromRegulated(address from, address to, uint256 amount, 
uint16 regulationType, uint256 issuanceDate) external returns (bool); 
    function mint(address to, uint256 amount, uint16 regulationType, uint256 
issuanceDate) external returns (bool); 
    function batchMint(address[] calldata recipients, uint256[] calldata amounts, 
uint16[] calldata regulationTypes, uint256[] calldata issuanceDates) external 
returns (bool); 
    function burnFrom(address from, uint256 amount) external returns (bool); 
    function burnFromRegulated(address from, uint256 amount, uint16 
regulationType, uint256 issuanceDate) external returns (bool); 
 
    // Regulation Tracking 



    function getHolderRegulations(address holder) external view returns (uint16[] 
memory, uint256[] memory, uint256[] memory); 
    function getRegulationSupply(uint16 regulationType) external view returns 
(uint256); 
    function getDetailedBatchInfo(address holder) external view returns (uint256, 
uint16[] memory, uint256[] memory, uint256[] memory); 
 
    // Transfer Requests 
    function requestTransferWithFee(address from, address to, uint256 amount, 
uint256 feeAmount) external payable returns (uint256); 
    function processTransferRequest(uint256 requestId, bool approved) external; 
    function rejectTransferRequest(uint256 requestId, uint16 reasonCode, bool 
refundFee) external; 
    function getRequestStatus(uint256 requestId) external view returns 
(RequestStatus, address, address, uint256, uint256, uint256); 
 
    // Fee Management 
    function getTransferFee(address from, address to, uint256 amount) external 
view returns (uint256); 
    function setFeeParameters(uint8 feeType, uint256 feeValue) external; 
 
    // Broker Management 
    function setBrokerStatus(address broker, bool isApproved) external; 
    function isRegisteredBroker(address broker) external view returns (bool); 
 
    // Account Management 
    function setAccountFrozen(address account, bool frozen) external; 
    function isAccountFrozen(address account) external view returns (bool); 
 
    // Recovery 
    function initiateRecovery(address lostWallet, address newWallet, bytes32 
documentName, string calldata uri, bytes32 documentHash) external returns 
(uint256); 
    function cancelRecovery(uint256 recoveryId) external; 
    function executeRecovery(uint256 recoveryId) external; 
 
    // Controller Operations (ERC-1644) 
    function controllerTransfer(address from, address to, uint256 amount, bytes 
calldata data, bytes calldata operatorData) external; 
 
    // Document Management (ERC-1643) 
    function setDocument(bytes32 name, string calldata uri, bytes32 documentHash) 
external; 
    function getDocument(bytes32 name) external view returns (string memory, 
bytes32, uint256); 
    function removeDocument(bytes32 name) external; 
    function getAllDocuments() external view returns (bytes32[] memory); 
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    // Introspection 
    function isSecurityToken() external pure returns (bool); 
    function version() external pure returns (string memory); 
} 

IRTAProxy Interface 

interface IRTAProxy { 
    function submitOperation(address target, bytes memory data, uint256 value) 
external returns (uint256); 
    function confirmOperation(uint256 operationId) external; 
    function revokeConfirmation(uint256 operationId) external; 
    function executeOperation(uint256 operationId) external; 
 
    function addSigner(address signer) external; 
    function removeSigner(address signer) external; 
    function updateRequiredSignatures(uint256 newRequired) external; 
 
    function getSigners() external view returns (address[] memory); 
    function hasConfirmed(uint256 operationId, address signer) external view 
returns (bool); 
    function getOperation(uint256 operationId) external view returns (address, 
bytes memory, uint256, uint256, bool, uint256); 
    function version() external pure returns (string memory); 
} 

 
 

 
For the latest version of this document and the reference implementation, visit the StartEngine 
ERC-1450 repository. 
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